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Chapter 1: Introduction

The AlloSeq Assign software (from here described as “Assign”) has been modified to permit integration with single
sign on systems using an implementation of SAML.

Chapter 2: Configuring the Server

To support single sign on via Azure, Assign must be registered access to the authentication system.

1. Navigate to the azure portal.
2. Create an app registration by clicking “New registration”.

Microsoft Azure P Search resources, services, and docs (G+/)

Home >

App reaistrations <

|+ New registration |@ Endpoints & Troubleshooting () Refresh & Download (& Preview features A&7 Got feedback?

All applications Owned applications  Deleted applications

£ Start typing a display name or application (client) ID to filter these ... +7 Add filters
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3. Enter “AlloSeq Assign” to identify the software.
4. Select supported account type “Single tenant” as shown below.
5. Click Register.

Home > App registrations

Register an application

* Name

The user-facing display name for this applhcation (this can be changed later).

| alloseq-asisgn-test "/I

Supported account types

Who can use the apphcation or acoess this APIT

|® Accounts in thes prganizational directony only (CareDx only - Single tenant)

O Accounts in any organizational directony (Any Azure AD directory - Multitenant)
D ACCounts in any erganizational directony (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)
() Personal Microsoft accounts only

Help me choose.

Redirect URI (optional)

we'll return the authentication response 10 this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenanos.

Select a platform » e.g. https/fexample.com,fauth
Riegister an app you're worling on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies o
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6. Click on “Add redirect URI”.
7. Add platform.
8. Select mobile and desktop.

Sl

Home > App registrations > alloseq-assign-test

3 alloseq-assign-test | Authentication #

P Search (Cirl+/) 3 A Got feedback?

H# overview
Platform configurations
& Quickstart
B Depending on the platiorm or device this application is targeting, additional canfiguration may be required suck
# Integration assistant redirect URls, specific authentication settings, or fields specific te the platform,

Manage

B2 eranding & properties.
D Authenticati
2) A Supported account types

Certificates & secrets
Who can use this application or access this API?

1l Token configuration -
| ® ccounts in this organizational directory anly (CareDx, Inc. only - Single tenant) |

APl permissions (O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
& Expose an AP|

Help me decide...
App roles

& Owners Advanced settings

&, Roles and administrators
Allow public client flows ©
[l Manifest

Enable the following mebile and desktop flows: (

Support + Troubleshooting
- « App collects plaintext password (Resource Owner Password Credential Flow) Learn more
2 Troubleshooting & No keyboard (Device Coda Flow) Learn more(

o * S5O for domain-joined Windows (Windows Integrated Auth Flow) Learn more!
& New support request

Configure platforms

‘Web applications

@ Web

Build, host, and deploy a web server
application. .NET, Java, Python

Mobile and desktop applications

' i05 / mac0S

Objective-C, Swift, Xamarin

‘Windows, UWP, Console, loT &
Limitzg-entry Devices, Classic 05 +
Android

j Single-page application
Configure browser client applications

2nd progressive web applications.
Javascript.

‘. Android

Java, Kotlin, Xamarin

9. Check the first one and last options for native client and auth (MSAL) only.

10. Click Configure

Microsoft Azure P Search resources, services, and docs (G+/)

Home > App registrations > alloseq-assign-test-2

) alloseq-assign-test | Authentication =

P Search (Ctrl+/) < A7 Got feedback?

B overview
Platform configurations
& Quickstart
} Depending on the platform or device this application is targeting, additional configuration may be required suct
# Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform,
Manage

= Branding & properties
D Authentication
Supported account types

Certificates & secrets
Who can use this application or access this ARI?

1! Token configuration - -
[® Accounts in this organizational airectory only (CareDx, Inc. only - Singe tenant) |

9 APl permissions (O Accounts in any organizational directary (Any Azure AD directery - Multitenant)

@ Expose an API
Help me decide.

Aapp roles

2 Owners Advanced settings
&, Roles and administrators Allow public client flows ©

i - v )
H Manifest Enable the following mobile and desktop flows: - - )
Support + Troubleshooting « App collects plaintext password (Resource Owner Password Credential Flow) Learn more

& No keyboard (Device Code Flow) Learn merep]!

& Troubleshooting 550 for domain-joined Windows (Windows Integrated Auth Flow) Leam more =}

& New support request

Configure Desktop + devices

< All platforms

Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating users. The redirect URI you send in the request to the login
server should match one listed here. Also referred to as reply URLS. Lear more about

Redirect URIs and their restrictionscf!

Quickstart  Docs (!

L«p-l ine.com/ct he

lient [

[ https://iogin.live.com/oauth2o_desktop.srf (Livesok) [
msalfod75607-374e-4db9-a32d-436700aadc c//auth (MSAL enly) [y

Custom redirect URIs

https://contoso.com

| Configure
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11. Go back to the previous screen.
12. Click on “Add application URI”".

13. Click Save.

ke s RS

Home » App registrations > alloseg-assign-test-2

#E overview
& Quickstart

7_' Integration assistant

Manage

B2 Branding & properties

3 Authentication
Certificates & secrets

Il Token configuratian

2 APl permissions

& Expose an API

App roles

&2 Owners

&, Roles and administrators
m

Manifest
Support + Troubleshooting

& Troubleshooting

s New support request

& alloseg-assign-test | Expose an APl = - X

2 Search (Ctrl+/) <

P’? Got feedback?
Set the App ID URI
Application ID URI
| api;//f0d75607-374e-4dbg-332d-4367003adc 1q |

iscard

Adding a scope here creates only delegated permissions. If you are looking to create application-only scopes, use 'App roles' and define app roles assignable to application
type. Go to App roles.

+ Add a scope
Scopes Who can consent Admin consent display ...  User consent display na...  State

Mo scopes have been defined

Authorized client applications

Authorizing a client application indicates that this API trusts the application and users should not be asked to consent when the client calls
this API.

Client 1d Scopes

N client applications have been autharized
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14. Click on “Add a Scope”.
Scope Name: “Read.All”
“Admins Only” should be selected

“Read Users”.

Who can consent:
Admin consent display name:
Description:
State:
15. Click “Add Scope”.

“Enabled” should be selected.

“Allow the application to read user information from Azure AD”.

A Got feedback?

api//f0d75607-374e-4dbo-232d-436700aadc1c [ ‘ VAo

Application 1D URI

Scopes defined by this API

Define custom scopes to restrict access to data and functionality protected by the APL. An application that requires access to parts of this
API can request that a user or admin consent to ene or more of these.

Adding a scope here creates only delegated permissions. If you are looking to create application-only scopes, use 'App roles' and define app roles assignable to application
type. Ga to App roles.

Scopes Who can consent Admin consent display .. User consent display na... ~State

No scopes have been defined

Authorized client applications

Authorizing a client application indicates that this API trusts the application and users should not be asked to consent when the client calls
this API

Client id Scapes

No client applications have been authorized

Scope name * ()

Read.All

api;//f0d75607-374e-4db9-a32d-436700aadc1c/Read.All

Who can consent? @

(g grm——
(Admins and users (EETRTIND)

Admin consent display name * &

Read Users

Admin consent description * ©

Allow the application to read user information from Azure AD]

User consent display name @

eg. Read your files

User cansent description @

eg. Allows the app to read your files.

state ©®
p

Disabled )
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16. Click on “Certificates & secrets”.

17. Click on “New client secret”.

SRSl

Home >

D re rations > alloseg-assign-test-2

alloseq-assign-test | Certificates & secrets =

|p Search (Ctrl+/)

‘ S ,Q? Got feedback?

B overview
& Quickstart

# Intef jration assistant
Manage

= eranding & properties

3D Authentication

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

scheme). For 2 higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (0) Federated credentials (0)

Certificates & secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

ill Token configuration
-2 APl permissions

@ Expose an API

App roles
Qwners

F-
&, Roles and administrators
il manifest

Suppart + Troubleshooting
J’ Troubleshooting

& New support request

Description Expires Value @

Mo client secrets have been created for this application.

Secret ID
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18. Provide a description.
19. Set up the expiration policy in accordance with any security policies.
20. Click Add.

e e e

Home > App registrations > alloseg-assign-test-2

alloseq-assign-test | Certificates & secrets =

0 search (Ctrl+/) « A Got feedback?

1l Token configuration
-+ New client secret
% AP permissions
Description Expires value @ Secret ID
& Expose an API

i App roles No client secrets have been created for this application.
& Owners

& Roles and administrators

I Manifest

Support + Troubleshooting

& Troubleshooting

& New support request

Bxpires | Recommended: 6 months v
B Overview ~
Credentials enzble applications to identify o the authentication service when receiving tokens at a web addressable location
& Quickstart (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
#" Integration assistant
x
Manage @ Application registration certificates, secrets and federated credentials can be found in the tabs below.
B eranding & properties
3 Authentication Certificates (0)  Client secrets (0)  Federated credentials (0)
Certificates & secrets A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Add a client secret

Description [ assign |

21. Copy the secret and save it somewhere, as it is only showed once. If you need to change the secret, generate a

new one and then delete the existing one.

22. Click on “API Permissions”.

23. Click on “Add a permission.

e e )

Home > App registrations > alloseq-assign-test

- alloseq-assign-test | API permissions %

« O refresh | A Got fesdback?
i overview
& Quickstart
#' Integration assistant
Manage Configured permissions
B Branding & properties

all the permissions the application needs. Learn more about permissions and consent
D Authentication

~/ Grant admin consent for CareDx, Inc.
Certificates & secrets

Token configuration Type Description Admin consent requ... Status
2 API permissions  Microsoft Graph (1)
@ xpose an APl UserRead Delegated  Sign in and read user profile No

App roles
& Owners To view and manage permissions and user consent, try Enterprise applications.

&, Roles and administrators

H Mmanifest

5 B x
@ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Leam more

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The st of configured permissions should include
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24. Click “Microsoft Graph”.

= e e

me > App registrations > alloseq-assign-test Request API permissions
o alloseqg-assign-test | APl permissions 2
Select an AP
arch (Ci+/) ] « ) Refresh Microsoft APls  APls my organization uses My APls
B Overview )
Commonly used Microsoft APIs
& quidstan
@ The “Admin consent required” column shows the default value for an orgar However, user consent can be customized per permissios
& integration assistant Microsoft Graph
. - Take advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility + Security, and Windows 10.
Manage Configured permissions ez Azure AD, Excel, Intune, Oulook/Exchange, OneDrive, OneNote, SharePoint, Panner, and mare through a
B sranding & properties Applications are autharized to call APis when they are granted permissions by users/admins as part of the consent process. The list of co singie endpain:
all the permissions the application needs. Leam more about permissions and consent
D authentication
+ Add a permission  ~ Grant admin consent for CareD, Inc.
Certificates & secrets
" AP1/ Permissions name rigtion Admin consent requ. Azure Communication
1! Token canfiguration 4 Permissions Type Descriptior sent reqy B S 4L Azure Cosmos DB Azure Data Catalog
- v Microsoft Gray Rich communication experiences with Fast NoSQL database with open APls Programmatic access to Data Catalog
® API permissions the same secure CPaaS platform used for any scale. resaurces to register, annatate and
- ign i by Microsct Teams search data assets
e o 281 Userfesd Delegated  Sign i and read user profile No ¥

BL app roles
B Owners To view and manage permissions and user consent, try Enterprise applications. -

72 Aaure Data Explores Azure Data Lake CJ Arure DevOps
& Roles and administrators g

Perform ad-hoe queries on terabytes of Access to storage and compute for big Integrate with Azure DevOps and Azure
B Manifest data to build near real-tme and data analytic scenarios DevOps server

complex snaltics solutions

25. Click on “Delegated permissions”.

St O )

Home > App registrations > alloseq-assign-test Request API permissions .
- alloseq-assign-test | APl permissions <
<Al apis
Search (Ctrl+/) « fl,\ Refresh A Got feedback? Microsoft Graph
https://graph.microsoftcomy  Docs '

nat type of does vour spplication require
B ovenien " . ,
& Quickstart

@ The "admin consent required” cohumn shows the default value for an organization. However, user consent can be customized per permissiol Delegated permissions Application permissions.
A" Integration assistant Your application needs to access the APt as the signed-in user. Wour application runs as & background service or daemon without 8
signedn user

Manage Configured permissions

B randing & properties Applications are authorized to call APis when they are granted permissions by users/admins a5 part of the consent process. The list of ca
all the permissions the application needs, Lesrn more about permissions and consent
D authentication

+ Add a permission ~ Grant admin consent for CareDx, Inc
Certificates & secrets

Token configuration API/ Permissions name Type Descrigtion Admin consent requ.
1 n configurat

& APt permissions ~ Microsaft Gragh [

@ Expose an API UserResd Delegated  Sign in and read user profile No
App rokes
B Owners To view and manage permissions and user consent, try Enterprise applications.

& Roles and administrators

W Manifest
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26. Scroll down to the “Users” section and select “User.Read” and “User.Read.All”.

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Ao registrations > alloseq-assign-test Request APl permissions X
- alloseq-assign-test | API permissions

> useractivity
Search (Ctrl+/) | O Refresh | A&7 Got feedback?
D UseruthenticationMethod
B Overdew
& Quickstart

@ The "Adminconsent equres”coumn shows the defaut valuefo an oganizaton However user consent can be cstomsaed pe permissy . Useratfcation

A Integration assistant
7 i > UserTimelineActivity
Mmage Configured permissions
Applications are authorized to call 42is when they are granted permissions by users/admins as part of the consent process, The list of co
t

B randing & properties
9 & prop all the permissions the application needs, Learn mo ant

out permissions and

D Authentication
? UserExportall @

+ Add apermission +/ Grant admin consent for CareDx. Inc. O Yes
Certificates & secrets Export user's data
Y ok oo API / Permissions name Type Description Admin consent requ. O Uenen C -
Invite guest users to the organization
© APl permissions
: UserManageidentities.All & "
T Delegated  Sign in and read user profie No O e s
App roles UserRead ©
op = .
& e To view and manage pemissions and user consent,ry Enterprise applc Sign n and read user profile
s g om0 ~
4. Roles and administrators Fead all ysers full profiles
B Manifest O UecRediasicar © M
o
Read all users' basic profiles
Support + Troubleshooting
UserResdwiite (3
2 Troublesh O e
roubleshooting Read and write access to user profile
2 o 5
& New support request UserReadwrite All ©
pport req ] Yes

Read and write all users’ full profiles

> WindowsUpdates

D Workforceintegration

27. Click on “Add permissions”.

28. Click on “Grant admin consent” for your organization.

29. Please refer to the screenshot below after granting admin consent to verify that it matches. Close the browser
once this is complete.

p Chiincinicn kol

Home > App registrations

- alloseq-assign-test | APl permissions X
(B seach o © Reresh | & Got feedback?
[Lpe—

@ Successiuny granted admin consent for the requested permissians.
& Quickstart

# integration assistant

Mahigh @ The “Admin consent required” column shows the default value for an organization, However, user consent can be customized per permission, user, or app. This column may not reflect the value in your organization, or in organzations where this 3pp wil be used. Learn more

= sranding & properties _ o
Configured permissions

D Authentication
Applications are authorized 1o call APis when they are granted permissions by user

Certificates & secrets alf the permissions the application needs. Learm more about permissions and consen

fadmins as part of the consent process. The fist of configured permissions should include

" v
{Il Token configuration + Add a permission +/ Grant admin consent for CareDx, Inc.

> APt permissions
i API / Permissions name Type Description Admin consent requ... Status

Expose an API

Mo
& App roles =
P User Read Delegated  Sign in and read user profile No © Granted for CareDx e, +++

UserRead A Delegated  Read all users' full profiles ves. © Granted for CareDx Inc, ==+

. Roles and administrators

@
®
& Owners
&
m

Manifest
To view and manage permissions and user consent, try Enterprise applications
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Chapter 3: Configuring AlloSeq™ Assign®
Enabling Integrated Sign In.

1. Launch AlloSeq™ Assign®.
2. Enter the username and password for the administrative user. The default values are “admin” and “cg01”.

3. Click :More”.

Y
s" AlloSeq

Operator: | admin v|
Password: | ssnsl | Sign In
License has 94 days remaining. | More >>

The dialog should extend to display additional information, including the option to enable integrated sign in.
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=
-'AlloSraqf‘

Operator: |admin v|
Password: |"" | 5ign In
|License has 186 days remaining. | Less << 3
[]Enable Integrated Sign In Configure
Edit Users
admin v|

Edit Operator:

|

New Password: |
Retype Password: | | Add / Update

|

|

Default settings: v| Remove User

Operator Lewel: Final reviewer (with full access) W

System File Location

| C:\ProgramData’\CareDx\AlloSeq v1.@.3 Browse Move

Project File Location

|C: Browse

4. To enable integrated sign in, check the highlighted box.
5.  WARNING! Enabling integrated sign in requires a valid server configuration and will remove any existing usernames

and passwords. Click through the warning dialogs to indicate that this is acceptable.
6. Provide the authentication server parameters obtained in the previous section to configure AlloSeq™ Assign”.
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Client Id:

Tenant Id:

Redirect URL:

Scopes:

Audience:

Secret:

7. Once the form is completed click “OK” to continue.
8. If the configuration was successful, the user login dialog generated by the authentication server will be displayed.

The first user to be authenticated via the server will be designated as the AlloSeq™ Assign” system administrator. The
system administrator is the only user with permissions to add, modify, or remove user access to the system.
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Adding Users.

Launch AlloSeq™ Assign”.

Click : “More”.

Sign in as the system administrator.

Enter the login name for the new user, which should match the credentials that they use to access the
authentication server.

Select the default settings for the new user and the access level to the software.

6. Click “Add/Update”.

=
o" AlloSeq'

i

Ul

Sign In
|License has 186 days remaining. Less <<
[+] Enable Integrated Sign In Configure

Edit Users
Edit Operator: |new.user@caredx.com "

Add / Update
Default settings: |Tx1?.1 vl1.e.3 «w| | Remove User
Operator Level: |Fir5t reviewer (edit only) o

System File Location

| C:\ProgramData‘CareDx\AlloSeq v1.@.3 Browse Move

Project File Location

|C: Browse
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Removing Users.

Launch AlloSeq™ Assign”.

Click :More”.

Sign in as the system administrator.
Select the user to be removed.
Click “Remove”.

ukhwNe

Disabling Integrated Sign In.

Launch AlloSeq™ Assign®.

Click :More”.

Sign in as the system administrator.

Uncheck the “Enable Integrated Sign In” box.

WARNING! Disabling integrated sign in will remove any existing users from the system and reset the administrator
account to “admin” with the password “cg01”.

6. Ifthisis acceptable, click through the warning dialog to disable integrated sign in.

ukhwh e
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Chapter 4: Support and Contact Details

Website: https://labproducts.caredx.com/
For ordering details please refer to the CareDx website: https://labproducts.caredx.com/

For Technical Support please email: techsupport-global@caredx.com
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Chapter 5: Revision History

Version | Date Modification Authorized by
1.0 26Jun22 Initial issue of AlloSeq Assign SAML IFU. CR2021-081. Damian
Issued by Hira Meraj 01-Jul-22 Goodridge
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