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Chapter 1: Introduction 
The AlloSeq Assign software (from here described as “Assign”) has been modified to permit integration with single 

sign on systems using an implementation of SAML. 

 

Chapter 2: Configuring the Server 
To support single sign on via Azure, Assign must be registered access to the authentication system. 

 

1. Navigate to the azure portal. 

2. Create an app registration by clicking “New registration”. 
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3. Enter “AlloSeq Assign” to identify the software. 

4. Select supported account type “Single tenant” as shown below. 

5. Click Register. 
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6. Click on “Add redirect URI”. 

7. Add platform. 

8. Select mobile and desktop. 

 

 

 

9. Check the first one and last options for native client and auth (MSAL) only. 

10. Click Configure 
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11. Go back to the previous screen. 

12. Click on “Add application URI”. 

13. Click Save. 
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14. Click on “Add a Scope”. 

Scope Name:   “Read.All” 

Who can consent:  “Admins Only” should be selected 

Admin consent display name: “Read Users”. 

Description:   “Allow the application to read user information from Azure AD”. 

State:   “Enabled” should be selected. 

15. Click “Add Scope”. 
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16. Click on “Certificates & secrets”. 

17. Click on “New client secret”. 
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18. Provide a description. 

19. Set up the expiration policy in accordance with any security policies. 

20. Click Add. 

 

 

21. Copy the secret and save it somewhere, as it is only showed once. If you need to change the secret, generate a 

new one and then delete the existing one. 

 

22. Click on “API Permissions”. 

23. Click on “Add a permission. 
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24. Click “Microsoft Graph”. 

 

 

 

25. Click on “Delegated permissions”. 
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26. Scroll down to the “Users” section and select “User.Read” and “User.Read.All”. 

 

 

 

27. Click on “Add permissions”. 

28. Click on “Grant admin consent” for your organization. 

29. Please refer to the screenshot below after granting admin consent to verify that it matches. Close the browser 

once this is complete. 
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Chapter 3: Configuring AlloSeqTM Assign® 
Enabling Integrated Sign In. 
 
1. Launch AlloSeqTM Assign®. 
2. Enter the username and password for the administrative user. The default values are “admin” and “cg01”. 
3. Click :More”. 
 

 
 
The dialog should extend to display additional information, including the option to enable integrated sign in. 
 



         

 Page 13 of 18    For Research Use Only. Not for use in diagnostic procedures.                                  Version 1.0 

 
 
4. To enable integrated sign in, check the highlighted box. 
5. WARNING! Enabling integrated sign in requires a valid server configuration and will remove any existing usernames 

and passwords. Click through the warning dialogs to indicate that this is acceptable. 
6. Provide the authentication server parameters obtained in the previous section to configure AlloSeqTM Assign®. 
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7. Once the form is completed click “OK” to continue. 
8. If the configuration was successful, the user login dialog generated by the authentication server will be displayed. 
 
The first user to be authenticated via the server will be designated as the AlloSeqTM Assign® system administrator. The 
system administrator is the only user with permissions to add, modify, or remove user access to the system. 
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Adding Users. 
 
1. Launch AlloSeqTM Assign®. 
2. Click : “More”. 
3. Sign in as the system administrator. 
4. Enter the login name for the new user, which should match the credentials that they use to access the 

authentication server. 
5. Select the default settings for the new user and the access level to the software. 
6. Click “Add/Update”. 
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Removing Users. 
 

1. Launch AlloSeqTM Assign®. 
2. Click :More”. 
3. Sign in as the system administrator. 
4. Select the user to be removed. 
5. Click “Remove”. 
 

Disabling Integrated Sign In. 
 
1. Launch AlloSeqTM Assign®. 
2. Click :More”. 
3. Sign in as the system administrator. 
4. Uncheck the “Enable Integrated Sign In” box. 
5. WARNING! Disabling integrated sign in will remove any existing users from the system and reset the administrator 

account to “admin” with the password “cg01”. 
6. If this is acceptable, click through the warning dialog to disable integrated sign in. 
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Chapter 4: Support and Contact Details 
 
Website: https://labproducts.caredx.com/  
 
For ordering details please refer to the CareDx website: https://labproducts.caredx.com/ 
 
For Technical Support please email: techsupport-global@caredx.com 
 

https://labproducts.caredx.com/
https://labproducts.caredx.com/
mailto:techsupport-global@caredx.com
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Chapter 5: Revision History 
Version Date Modification Authorized by 

1.0 26Jun22 Initial issue of AlloSeq Assign SAML IFU. CR2021-081. 
Issued by Hira Meraj 01-Jul-22 
 

Damian 
Goodridge 

 

 


